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ExtraHop  Networks  Offers  New  Application  
Performance  Option  With  NAPM  Approach

Issues
There is no denying that high-performing, highly reliable networks are becoming increasingly 

important. In this age of  growing application diversity, server virtualization and Cloud adoption, when 

outsourced infrastructure models, one of  the few constants is that networks must keep everything 

in contact and provide the communications element which allows all the parts to work together as a 

whole. Despite this, the productivity and agility that organizations look to their IT organizations to 

provide is primarily embodied not within the network, but rather within the applications and services 

that the network is entrusted to deliver. IT operations teams recognize 

health, issues, and problems. A number of  approaches have been brought 

to market to address this need, but have fallen short either due to a lack of  

complete visibility or a lack of  analytical depth or sophistication. New and 

innovative approaches are needed to close the gap between infrastructure 

and application performance visibility, and to provide actionable 

intelligence focused on the true center of  IT’s value to host organizations 

– applications and services.

Context
Fortunately, infrastructure technologies (including the network) continue to mature and stabilize and 

become more and more reliable and resilient. This is a good thing, because the rate of  change in 

the application layer shows no sign of  slowing and thus is never likely to achieve the same levels of  

predictability. Infrastructure technology maturity is allowing operations teams to move beyond basic 

availability concerns and focus increasingly on the more challenging objectives of  optimal performance. 

And further, since the ultimate goal of  IT is to deliver highly reliable, high performing applications, 

infrastructure operations must tune all monitoring and management activities towards optimization on 

an application-by-application basis. 

layer, operations teams must take advantage of  the less-variable parts of  the infrastructure to establish 

instrumentation and visibility. The network represents such an opportunity. The network connects 

servers, storage, and end users, and will be traversed multiple times by any and every application 

application performance and all of  the potential factors that may contribute to any degradations or 

disruptions. 

To date, there have been many attempts to deliver application-aware performance monitoring from 
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activity via agents on each network device and collecting that data for central reporting and analysis. The 

original RMON standards were intended to deliver application awareness, but created an unacceptable 

load on network devices and thus were scaled back to the point that application details were lost, 

Application Performance Management tools (APM), which worked by installing agents on servers 

(and sometimes clients) to look deeply into how each application was performing. APM solutions 

not supply any details on performance-affecting factors within the delivery infrastructure. These two 

viewpoints were helpful, but were commonly deployed by different teams and rarely were directly 

correlated, hence gaps remained between data sets and operational monitoring viewpoints, resulting in 

A promising step forward came with the arrival of  Application-Aware Network Performance 

Management (ANPM) solutions. This category employed a set of  technologies that recognized and 

leveraged the fact that application details could be gleaned from the network perspective. While a few 

were based on the use of  active/synthetic test agents, most of  these solutions either grew from the 

the use of  packet inspection probe appliances. The probe appliances are, in 

reality, an evolution of  the original RMON initiatives, re-implemented in a 

ANPM approaches helped to deliver better application awareness across 

the full delivery infrastructure, and provided a couple of  very important 

and the approach is not a true real-time monitoring method. Packet-based monitoring goes beyond 

much more complete resolution in terms of  application types and transactions, including the ability 

to support packet-by-packet analysis of  activity. Unfortunately, while providing much more business-

oriented information than NPM, ANPM solutions have predominantly been employed by networking 

teams as a means for “self-defense” and reactive troubleshooting, leaving broader IT operations 

teams unsupported.

NAPM  –  A  New  Paradigm  for  Performance  Monitoring
All of  these efforts have been helpful and have allowed leading organizations to greatly improve 

the prioritization of  operations practices, but they have not yet directly bridged the divide between 

application support and network operations. To make matters worse, vendors offering NPM, APM, 

and ANPM solutions have made big promises regarding breadth and depth of  performance visibility, 

claiming they provide everything needed to solve every performance issue (at least the ones that really 

matter). Yet few if  any have been able to fully deliver on those promises, and many an operations team 

still need help.

Into this divide, a new category of  solutions is emerging, bringing the best of  transaction and application 

monitoring and analysis from the APM world and applying it using ANPM-like instrumentation and 
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new twist on an old approach – it is a hybrid solution that bridges the divide and provides a common 

set of  performance monitoring analysis, which can be used directly by both Applications Support and 

Network Operations teams.

In order to succeed where others have failed, NAPM solutions need to meet a number of  criteria in 

order to close the gaps. First, they need to provide full visibility across the stack – applications and 

layers (L2, L3, and L4) and directly impact performance. Second, NAPM systems must provide true 

real-time recognition of  performance issues, meaning alerting as well as immediate analysis, so issues 

much automation as possible in helping operators keep pace with change. NAPM solutions must also 

deal with very high speeds in core networks – 10Gbps line-rate monitoring is an absolute must, as is a 

growth path for the higher speeds to come. Finally, NAPM solutions must support large, distributed 

environments, while also including easy-to-use dashboards and reports that can facilitate collaboration 

is using which application, but more precisely what is happening within 

each step and call of  application transactions, in true real-time. This brings 

focus on what matters most to organizations – the activity and health of  

and a pre-disposition for high scalability. The solution provides true real-

time application transaction analysis and alerting up to a sustained 10Gbps across the full stack – Layers 

2 through 7. The system was also designed from the ground up for ease of  deployment, automated 

recognition and adaptation to new and changing applications, and a rich graphical user interface for 

as remote deployments – even into Cloud settings.

Within the application layer, each organization will have elements in common with others in the 

customization need with an innovative scriptable framework, called Application Inspection Triggers, 

rich transaction data intrinsic to the solution. 

ExtraHop’s  NAPM  approach  

represents  a  hybrid  method,  
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existing  performance  
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EMA  Perspective

serve the king. All management technologies must evolve to span domains and understand how the 

greater systemic whole is working together to deliver that which IT was built to provide – applications 

delivering value to both operational teams. 

IT teams are constantly looking for ways to align their operations with business needs. It’s a race that 

they will never stop running. When it comes to application performance management and monitoring, 

this means that their management tools, technologies, and practices must be selected, deployed, and 

achieve with a simple and elegant approach. 
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