DNS MONITORING AND ANALYSIS — FINDINGS

KEY FINDINGS FOR DNS MONITORING AND ANALYSIS
INDUSTRY FACTS

*Timeouts will have an impact on

app"cation performance and user * DNS errors and issues cause greater

298,000

request timeouts

35%

of request timeouts

1,160

AAAA look-ups

15,000

DNS response errors
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experience. If associated with fee-

based API driven services you may be
overcharged.

*Sauce Labs, a cloud-based automated
testing service is causing 35% of
timeouts. This should be investigated
to ensure you’re not being billed for this
traffic.

*Thousands of IPv6 requests have been
potentially causing 2 — 4 second delays
for clients and applictions. This should
be fixed immediately.

*DNS errors may be caused by
misconfiguration. Fixing these may
resolve application issues and
slowness.

See the Appendix for DNS Monitoring
dashboards

than 20% of Internet and application
outages — Ars Technica

+ A DNS Dashboard for performance,

availability, and risk mitigation is
recommended best practice for any
enterprise by DHS and the ITSRA working
group along with ICANN

— U.S. Department of Homeland Security




DNS MONITORING AND ANALYSIS — VALUE

Cost Savings

# of people on DNS/Network team 2 XYZ Corp
% of time spent per month troubleshooting DNS issues 20% XYZ Corp
Average salary of DNS Admin $75,867 Glassdoot

Annual labor savings

Risk Mitigation

Annual DNS unplanned downtime across all domains (hours) 8.75 Verisign
Potential reduction in downtime using ExtraHop 10% TechValidate Survey
Downtime cost per hour $100,000 IDC

Savings due to reduction in downtime risk

Total Annual Savings

BUSINESS VALUE

Force-multiplier for the Network, Application, and Security teams — Shorten time to remediation by up to 50%
* Prevent overcharges from fee-based API driven subscription services

» Performance improvement opportunity impacting revenue

* Increase cross-team knowledge and understanding of the importance of DNS

If outsourcing DNS, ensure accountability and SLAs of managed service provider

ExtraHop | Business Value 2
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DNS errors and issues cause greater than 20% of Internet and application outages. DNS response errors and request timeouts can cause
performance issues for application users. Furthermore, DNS is a common and vulnerable attack vector for botnets running distributed denial
of service (DDOS) attacks. This dashboard surfaces DNS metrics that can warn you of potential performance issues or security

vulnerabilities in your environment.

Key DNS performance Iindicators (Reglon 1 of 4)

DNS Response Errors
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Key performance definitions

responses

threshold.

Health of the DNS system depends on successful DNS

Rate of errors, requests, responses and throughput shown
with assodiated alerts (measured as a ratio of efrors to
requests). The color Indicates a ratio beyond the alert

Recommendatlons: Investigate spikes, alerts and esrors

Increased DNS processing time could mean widespread

A spike In efrors could add delays of 2 to 4 seconds for
clients, servers, and An

may suddenly be very slow because of DNS
misconfiguration.

Recommendations: Track the assoclation between efrors

which may represent

Last 30 minutes

Host query errors impact applications, clients, servers
delays and paid services

ExtraHop Is detecting DINS fallures right now. Fixing errors
may resoive appiication errors, client timeouts and siowness
because of DNS misconfiguration.

Recommendations: Look for patterns In the DNS error chart

or server

ExtraHop | Business Value
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This dashboard displays instances of two types of DNS requests that can affect the performance and security of your network. The first is
WPAD, which can provide an attack vector into your network, and the second is ISATAP, which wastes bandwidth if enabled unnecessarily.

Problematic DNS situations (Region 2 of 4)
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Last 30 minutes

WPAD Increases potential attack surfara

Web Proxy Auto Discovery (WPAD) is a
feature that web browsers can employ to
make usability easler. WPAD can, however,
create a security risk. For example, a
malcious proxy could be setup on your
network to Intercept traffic. A complete
explanation of WPAD

Recommendation: Configure a WPAD
proxy on your network to be authoritative
or turn WPAD off by policy In your
browsers. Investigate WPAD requests for
domains that you do not recegnize, it could
Indicate foreign devices on your network.

ISATAP can waste bandwidth on your
network

Intra-Site Automatic Tunnel Addressing
Protocol (ISATAP) are a type of DNS
request. These requests are IPv6 over IPvd
tunneling and If you are on an Pv4 only
environment these requests are probably
unnecessary traffic. An Explanation of
ISATAP

Recommendation: You may be able to tum
off ISATAP. It Is enabled by default on
Windows 7 and Server 2008 and may be
completely unnecessary on your network.
Investigate and then remediate servers with
ISATAP enabled.
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This area of the DNS Monitoring dashboard shows two types of DNS queries or lookups that are often enabled on networks even when
unnecessary. Both DNS-SD and IPV6 lookups can cause latency and timeouts if they’re enabled on your network and they shouldn’t be. Fixing this

improves user experience.

Top Muilticast (DNS-SD) Queries (per 30s)
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DNS IPV6 After Error
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DNS-SD can waste bandwidth and make
troubleshoot for difficult

DNS-SD Is not regular DINS but related to
multicast DNS (sometimes called Bonjour In
Apple environments). Multicast DNS
Information in detall

Recommendation: Mufticast DNS may be
unnecessary on your network Find an
disable MONS traffic sources.

Delays will result from IPV6 lookups in-an
IPV4 environment

AAAA detection on IPva network will show
desktop and server operating systems
Increasingly that are IPv6 enabled but are
primarily using IPV4. OSes may use IPv6
DNS lockups even when It Is completely
unnecessary. Delays and Issues may resuit
from AAAA lockups In IPV4 networks as
the applications wait for both IPV4 and IPV6
results to retum, creating a blodk.

Recommendation: Configure your DINS to
server the proper NXDOMAIN requests to
avold a lag of 2-4s as the client walts for a
timeout.
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This section of the DNS Monitoring dashboard shows local DNS servers and Hostnames experiencing timeouts, both of which negatively
impact application performance. The dashboard also shows opportunities for optimizing your most accessed hostnames, and tracking error

codes to assure everything is running smoothly.

DNS detalled metrics (Region 3 of 4)
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Top DNS querles may
provide opportunities to
fine tune DNS caches

These top DNS Requests
represent the most frequently
searched DNS names.

Recommendations:
Repeated requests found on
this list should be
Investigated to search for fully
qualified domain names that
can be optimized in your
caches. For the most common
query names, it may make
sense to use static /etc/nosts
entries to eliminate the DNS
name Innkiins Atnnethar A

Local DNS timeouts

A realtime list of on-site DNS
servers and the rate at which
they are experiencing DNS
timeouts. Timeouts will
correlate to slowness for
applications, chents and
servers.

Recommendation: Reduce the
number of timeouts to
Increase the performance of
applications, clents and
servers. For each of the top
timed out FQDNs determine
the source of the timeouts by
drilling into the detalled metric.
Changes can then be made to
the resolver of the impacted
system.

Top Hostnames experiencing timeouts (per 30s)
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Slowdowns and timeouts zre
possible for servers, cllents
and applications

Requests that are never
served are potential DNS
bottlenecks. This could cause
siowdowns and breakage for
servers, clients and
applications.

Recommendation: Investigate
the lack of response and
remediate as necessary.

Investigate SERVFAIL and
NXDOMAIN errors

Explanation of DNS OP Codes
are in the RFC:

SERVFAIL: The domain exists
and the root name Servers
have info on this domain but
authoritative name servers
are not answering.

NXDOMAIN: The root name
servers are not providing any
authoritative name servers for
this domain. The domain does
not exist or Is on-hoid.

Recommendation: The
majority of DNS responses
should be *NOERROR*. For
SERVFAIL, Investigate why
the authoritative name
servers are not responding, a
SERVFAIL could be causing a
downstream outage.
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This area of the dashboard is all about clients. You can see which clients are the most active requesters, which are experiencing errors, and
which are getting timeouts. Trends shown in this section can help you improve DNS performance for the most active clients on your network.
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Clients experiencing the most
DNS errors

Certain hosts on your network
many be experiencing an outsized
number of errors. These hosts
may indude critical network
components such as routers,
gateways and your buslest
Servers.

Recommendation: Research the
clients generating the most emors
In order to reduce wasted CPU,
bandwidth and potential
application and dient delays. Dril
Into the dient metric to get more
Information about the dient and
the detalls about the falling
queries.

The most active requestors

The top clents requesting DNS on
the network. These are some of
the most critical hosts on your
network and should be monitored
closely for DNS performance.

Recommendation: As your most
critical hosts, It's critical to achleve
top DNS performance. Use the
Top Client Errers and Host Query
error charts in this region to find
and eliminate as many conditions
that may be impacting your top
clients. A faster infrastructure
always translated to more
customer satisfaction

Client Request Timeouts by IP (per sec)
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Applications could be
experiencing outages

Information about the queries that
are throwing the most eors.
These errors could be indicative of
an appiication, server or client
misconfiguration, wasting
bandwidth and potentially causing
an outage with an application or
server.

Recommendation: Investigate the
errors and which device,
application, server or dient is

generating the requests and fix
them.

DNS misconfiguration may
cause a splke in truncated
requests

DNS requests are typically Issued
over UDP. If the DNS answer s
oo large for a UDP payload it
may get truncated and then
reissued as TCP. While not
strictly an error, a large number
of truncated lookups coukd
Indicated problems.

Recommendation: While rare,
some DNS systems may not be
configured to use EDNS RFC
2671. If there are a large number
of truncated DNS requests chedk
your DNS Infrastructure for EDNS
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DNS lookup and testing tools are another useful way to investigate DNS performance and corroborate the insights you’re getting from
ExtraHop. The dashboard includes links to some external testing services so you can learn as much as possible about your DNS environment.

Validate (Reglon 4 or 4)

Amarcan Rag ey 1o berset Mmbers

Q RIPE

7 NCC RIPE NETWORK COORDINATION CENTRE

ARIN WHOIS LOOKUP

The America Registration for Internet Numbers (ARIN) provides a web based
whols service to easily perform forward and reverse lookups. This Is espedaly
useful to check NXOOMAIN error messages to determine a domains current
validity.

RIPE DNS Check
Réseaux IP Européens (RIPE) Is a forum open to all parties with an interest in

the technical development of the internet. The DINS Check provides an on-ine
test of a fully-qualified domain name.

ARIN on-line whois lookup

SEARCH Whols ™
ol requests subject 1 ferms of use acdvanced search

RIPE on-line DNScheck service
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