CIPHER SUITE AND ENCRYPTION MONITORING — FINDINGS

KEY FINDINGS FOR CIPHER SUITE
AND ENCRYPTION MONITORING

9,660

insecure sessions

64,000

sessions

1,650

Insecure sessions
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*Sensitive information may be exposed
to malicious actors, which can directly
cause further data loss and security
breaches.

*Sessions using RC4 encryption are
considered insecure and expose your
company to data theft.

«It has been 400 days since the oldest
SSL certificate expired. This exposes
the enterprise and customers to
malicious cybercrime.

*Number of sessions observed using
SSLv3, an insecure version vulnerable
to man-in-the-middle attacks.

INDUSTRY FACTS

» A data breach cost U.S. companies an
average of $6.5M per incident in 2014
— Ponemon Institute

* Compliance with PCI DSS v3.1 requires
phasing out SSL by June 2016
— Dara Security

* Only 40% of HTTP servers support TLS
or SSL and present valid certificates
— Redhat (scan of Alexa top 1M sites)

* 20% of servers are using broken cipher
suites making encrypted data vulnerable
— Redhat

* RC4 is still used in >18% of HTTPS
servers — Redhat



CIPHER SUITE AND ENCRYPTION MONITORING DASHBOARDS

The ExtraHop platform performs continuous SSL envelope analysis to determine the ciphers used, the expiration dates of keys, and other
critical metrics that must be monitored to ensure proper application functionality and security. The the Cipher Suite and Encryption dashboard
shows observed behavior and activity during the project period and should be referenced by the InfoSec team.

The section of the the Cipher Suite and Encryption dashboard below provides a complete picture of the strength or weakness of ciphers on your
network, and your weakest points that require immediate remediation.

Cipher Suites Overview (Encrypted Sessions) E

WEAK CIPHERS If greater than zero, weak ciphers are in use and should SERVERS USING WEAK CIPHERS (count)

be remediated.
172.22.1.90

Sensitive information may be exposed to malicious actors, which can directly cause

5 6 6 K further data loss and security breaches. I
408
" For a detailed breakdown of weak ciphers, see the following sections below: 172.16.156.128

Insecure sessions * Key Exchange and Authentication

* Encryption Algorithm 10.8.50.101 |2
* Messaqe Authentication

Strong Ciphers with Perfect Forward Secrecy Sessions which fall under this category are most secure but Perfect Forward 206.80.62.33 1
Secrecy (PFS) breaks ExtraHop SSL decryption as well as other security
monitoring tools. For additional details, see reference panel Perfect Forward Secrecy

(PFS) below. 1085048 | !

Ciphers which do not use any insecure cipher suites and leverage Elliptical curve Diffie-
Hellman key exchange (EDH/DHE), which provides PFS.

Secure sessions with PFS

Strong Ciphers Without Perfect Forward Secrecy (count) Go» = Al other sessions which use ciphers that are secure but do not leverage EDH. This
represents adequate encryption.

Secure sessions without PFS

ExtraHop | Business Value 2



CIPHER SUITE AND ENCRYPTION MONITORING DASHBOARD

This dashboard section describes the latest issues in modern encryption, so you can be as secure as possible without hampering visibility.

T —— 0 some =

Perfect Forward Secrecy (PFS)

How It Works: "If a server was configured to support forward secrecy, then a compromise of its private key can't be used to decrypt past communications. In other words, if someone leaks or steals a copy of EFF's private SSL key today, any traffic sent to EFF's website in the past
since EFF started supporting forward secrecy is still safe." --EFF's Why the Web Needs Perfect Forward Secrecy More Than Ever

Other Helpful Information on PFS:

Deploying PFS blocks visibility today. Many tools today use out-of-band decryption to provide value to IT administrators, including IDS/IPS vendors and ExtraHop.

DHE is significantly slower. For this reason, web site operators tend to disable DHE suites in order to achieve better performance. Furthermore, not all browsers support all the necessary suites. Internet Explorer 9 and 10, for example, support DHE only in combination with
obsolete DSA keys. (Source: SSL Labs: Deploying Forward Secrecy)

ECDHE too is slower, but not as much as DHE. (Vincent Bernat published a blog post about the impact of ECDHE on performance, but be warned that the situation might have changed since 2011. | am planning to do my own tests soon.) However, ECDHE algorithms are
relativaly new and nat ac widalv cunnartad (Sainrce: SSI | ahe: Nanlnvina Fannard Sacrani

Cipher Suites
Cipher suites contain three main components. Each component is responsible for various aspects of the CIA Triangle (confidentiality, integrity, availability). If any part of the cipher suite is open to exploit, your data and users could be at risk. The components are:
* The key exchange and authentication algorithm: establishes a shared secret between client and server used to encrypt and decrypt message, and validate the source of communication. Key exchange and authentication protect confidentiality.

* The bulk encryption algorithm: encodes data so third parties cannot eavesdrop on the communication between client and server. The encryption algorithm protects confidentiality.
* The pseudorandom function (PRF) used to create the message authentication code (MAC): Guarantee the integrity of the encrypted message, ie the message has not been modified by any third party.

TLS | [ECDHE | | ECDSA |_WITH [[AES_256_GCM | | SHA384

This section shows the number of anonymous ciphers in your system, which are vulnerable to hacking through man-in-the-middle attacks.

Key Exchange and Authentication Watch List

Sessions using Anonymous Ciphers Go» = Anonymous Key Exchange

" ..Cipher suites offering no authentication. This is currently the anonymous DH
TLS_DH_anon_WITH_AES_256_GCM_SHA384 algorithms and anonymous ECDH algorithms. These cipher suites are vulnerable to a

'man in the middle’ attack and so their use is normally discouraged.* (Source:

OpensSSL Cipher List Tool)
TLS_DH_anon_WITH_AES_256_CBC_SHA
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CIPHER SUITE AND ENCRYPTION MONITORING DASHBOARD

These dashboard areas show non-secure ciphers in your network. These should be tracked continuously and remediated immediately.

Encryption Algorithm Watch List

Sessions using RC4 Encryption Ciphers

TLS_RSA_WITH_RC4_128_MD5 —

TLS_RSA_WITH_RC4_128_SHA

RC4

Data can be trivially unencrypted.
Provides no confidentiality.

"RC4 is demonstrably broken and
unsafe to use in TLS as currently
implemented." (Source: Qualys Blog)

*In light of recent research into
practical attacks on biases in the RC4
stream cipher, Microsoft is
recommending that customers..take
steps to retire and deprecate RC4 as
used in their TLS implementations. *
(Source: Microsoft Security Advisory
2868725)

Sessions using Export Cipher Suites

Sessions by Cipher Suite

Export Grade Cipher Suites

Trivial to unencrypt and provides
no guarantee of confidentiality.
Cipher strengths of 40 and 56 bits fall
under Export-grade ciphers.

"Export key exchange suites use
authentication that can easily be
broken.* (Source: Qualys SSL/TLS
Deployment Best Practices)

Sessions using Unencrypted Ciphers

Sessions by Cipher Suite

"The 'NULL' ciphers [are] those
offering no encryption. Because
these offer no encryption at all and
are a security risk they are disabled
unless explicitly included.* (Source:

OpenSSL Cipher List Tool)

Sessions using DES and 3DES

TLS_RSAWITH_30ES_EDE_CBC_SHA _

DES and 3DES

*DES has an effective key strength
of 56 bits, which has been known to
be vulnerable to practical brute
force attacks for over 20 years."
(Source: RFC 5469)

" 3DES provides about 112 bits of
security. This is below the
recommended minimum of 128 bits,
but it’s still strong enough. A bigger
practical problem is that 3DES is
much slower than the alternatives.
Thus, we don’t recommend it for
performance reasons, but it can be
kept at the end of the cipher list for
interoperability with very old
clients." (Source: Qualys SSL/TLS

Message Authentication Watch List

Sessions using MD5 HMAC

TLS_RSA_WITH_RC4_128_MD5 _

MD5

Does not guarantee data has not
been modified. Computationally trivial
to generate distinct files with the same

MD5 sum (hash collisions).

"MDS5 contains all the ciphers that use
the deprecated message digest 5 as
the hashing algorithm". (Source:
Moxzilla's Server Side TLS Security's
Mandatory Discard list

Sessions using SHA1 HMAC

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_RC4_128_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

|
|

2

SHA-1

Does not guarantee data has not
been modified. Computationally trivial
to generate distinct files with the same
hash (hash collisions).

"SHA256 signature is preferred to
SHA-1 in ciphers and certificates."
(Source: Mozilla's Server Side TLS
Security's Mandatory Discard list

ExtraHop | Business Value




CIPHER SUITE AND ENCRYPTION MONITORING DASHBOARD

These fields show sessions on your network using the non-secure MD5 and SHA-1 ciphers. These must be removed to assure data security.

Message Authentication Watch List © Last 30 minutes ~ | =

Sessions using MD5 HMAC

Go» = MD5

TLSASAWITH_RCA_126_MDS _

Does not guarantee data has not
been modified. Computationally
trivial to generate distinct files with
the same MD5 sum (hash collisions).

"MDS5 contains all the ciphers that
use the deprecated message digest 5
as the hashing algorithm *. (Source:
Mozilla's Server Side TLS Security's

Sessions using SHA1 HMAC
TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_RC4_128_SHA

M-

TLS_DHE_RSA_WITH_AES_256_CBC_SHA I735

TLS_RSA_WITH_AES_128_CBC_SHA

|345

SHA-1

Does not guarantee data has not
been modified. Computationally
trivial to generate distinct files with
the same hash (hash collisions).

"SHA256 signature is preferred to
SHA-1 in ciphers and certificates.*
(Source: Mozilla's Server Side TLS
Security's Mandatory Discard list

60
Mandatory Discard list TLS_DH_anon_WITH_AES_256_CBC_SHA I

TLS_RSA_WITH_3DES_EDE_CBC_SHA I 12

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA |5

Here you see the number of expired or soon-to-expire SSL certificates on your network. Expired certs need immediate remediation.

Certificate Key Experiation ‘ O Last30 minutes ~ | =

EXPIRED Certificates - BROKEN (days expired) If non-zero the Iisted

certificates need your
attention

Server IP: 10.10.2.150 | Name: bip-00.sea.i.extrahop.com | Expiration: Sat Oct 18 2014 l

Server IP: 10.10.1.180 | Name: 127.0.0.1 | Expiration: Fri Apr 23 2010

Broken certificates put not only your business at risk, but can
break essential services for your customers.

" An expired or rogue SSL Certificate in a network
environment could have severe repercussions. /t takes just
one out-of-date or rogue certificate to expose the
enterprise—and perhaps more importantly, its customers—to
malicious cybercrime.* (Source: Verisign's Business Continuity
and Breach Protection: Why SSL Certificate Ma Is
Critical to Today’s Enterprise)

*...Avoid non-compliance problems such as business

i ion, reduced productivity, fees, penalties and other
legal and non-legal settiement costs..On average, non-
compliance cost is 2.65 times the cost of compliance for

the 46 ions." (Source: Ponemon Institute's The True
Server IP: 10.10.7.111 | Name: nagios.i.extrahop.com | Expiration: Wed Jul 29 2015 Cost of Compliance)

G (days until ) Go» =

ExtraHop | Business Value 5



CIPHER SUITE AND ENCRYPTION MONITORING DASHBOARD

This section of the Cipher Suite and Encryption dashboard shows the number of sessions on your network using outdated and vulnerable SSL or

TLS connections, which require immediate remediation.

SSL Version

INSECURE Sessions: SSLv3 (Out of Date)

1.65K

SSLv3

If this is greater than zero,
you are at risk!

*The vulnerability allows an active MITM attacker to decrypt
content transferred an SSLv3 connection." (Source: POODLE
Attack and SSLv3 Deployment)

© Last 30 minutes ~ =

Servers using SSLv3

208.79.144.54

192.168.253.5

10.10.0251

10.10.7.26

10.10.7.136

10.10.8.30

10.10.7.237

10.10.8.42

INSECURE Sessions: TLSv1.0 (Out of Date)

6.44K

TLSv1

If this is greater than zero,
you are at risk!

Attackers can trivially decrypt plaintext that has been
encrypted with TLSv1.0. The greater the number of
transactions, the easier it is to decrypt communication.
(Source: CERT Vulnerability Note VU#864643)

Servers using TLSv1.0

17222.1.90
192.168.16.21
192.168.16.25
192.168.16.23
192.168.253.55
208.79.144.53
208.79.144.53
192.168.253.60
10.10.7.157
10.10245.234
10.102.149
10.10.10.104
10.10.7.164
10.10.10.5
10.10.10.1
10.10.10.175
10.10.104
10.10.102
10.10.10.7

S % '
T
—ET
[—ass]

- 360
212
148
161
144
135
131
l28
I28
I24
124
124
124
124
124
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CIPHER SUITE AND ENCRYPTION MONITORING DASHBOARD

Here you see the number of sessions using weak security keys. Using weak security keys leaves your data at risk.

Certificate Key Length © Last 30 minutes ~ | =

INSECURE: Sessions Using Insufficient Certificate Key Size !T non-zero you are exposed by
insecure certificate key lengths

Server IP: 172.16.156.128 | Name: Joe | Size: 512 Keys ShOU|d be no Shorter than 1024 hits to

ensure confidentiality.

"Microsoft is announcing the availability of an
update to Windows that restricts the use of
certificates with RSA keys less than 1024 bits in
length. The private keys used in these certificates
can be derived and could allow an attacker to
duplicate the certificates and use them fraudulently
to spoof content, perform phishing attacks, or
perform man-in-the-middle attacks." (Source:

Microsoft Security Advisory 2661254, published:
August 14,2012

Warning: Sessions Using Less Secure Certificate Key Size Weak Certificate Key Length

Practical cracking of 1024-bit keys is quickly
Server IP: 10.8.50.101 | Name: DNS:ptms.nybot.com,DNS:localhost | Size: 1024 approaching feasibility with advances in

computational power.

Server IP: 10.8.50.48 | Name: staging.econfirm.com | Size: 1024 _ "We are targeting to complete the migration off of
1024-bit root certificates in the first half of 2015,

after which no 1024-bit root certificates will be
trusted to identify websites or software makers."
(Source: Mozilla Securitv Bloa: Phasina out

ExtraHop | Business Value 7



CIPHER SUITE AND ENCRYPTION MONITORING DASHBOARD

MD5 and SHA1 are vulnerable, broken hash functions that are still widely in use. This section of the Cipher Suite and Encryption dashboard

shows instances of them on your network, meaning your data is insecure.

Sessions Using MD5 Certificate Signing

Server IP: 10.100251 | Name: 10S-Self-Signed-Certficate-2038148352 _

MD5

" Our work shows that known weaknesses in the MD5 hash
function can be exploited in realistic attack, due to the fact
that even after years of warnings about the lack of security of
MDS5, some root CAs are still using this broken hash
function.* (Source: MD5 Considered Harmful Today)

Server IP:
Server IP:
Server IP:
Server IP:
Server IP:
Server IP:
Server IP:
Server IP:
Server IP:
Server IP:
Server IP:
Server IP:
Server IP:
Server IP:
Server IP:
Server IP:
Server IP:
Server IP:

Server IP:

Sessions with Certificates Disregarding SHA1 Certificate Signing Sunset

10.10.11.113 | Name: extrahop | Expiration: Sun Jul 06 2025
*.atlas.i.extrahop.com | Expiration: Fri Feb 10 2017
.extrahop.com | Expiration: Sun Apr 19 2037
.extrahop.com | Expiration: Sun Apr 19 2037
10.10.10.103 | Name: extrahop | Expiration: Fri Apr 11 2025
las.i.extrahop.com | Expiration: Fri Feb 10 2017
. atlas.i.extrahop.com | Expiration: Fri Feb 10 2017
10.10.7.194 | Name: extrahop | Expiration: Sat Jun 14 2025

10.10.11.91 | Name: extrahop | Expiration: Sat Jul 05 2025
10.10.252.118 | Name: extrahop | Expiration: Mon Jul 07 2025
10.10.11.90 | Name: extrahop | Expiration: Sat Jul 05 2025
192.168.253.8 | Name: rum.extrahop.com | Expiration: Mon Apr 24 2017
208.79.144.58 | Name: rum.extrahop.com | Expiration: Mon Apr 24 2017
10.10.10.98 | Name: extrahop | Expiration: Thu Mar 20 2025

10.10.9.7 | Name: localhost.sea.i. com | Expiration: Wed May 06 2026
10.10.9.21 | Name: localhost.sea.l com | Expiration: Tue May 26 2026

10.10.251.4 | Name: extrahop | Expiration: Thu Jul 10 2025
10.10.9.184 | Name: extrahop | Expiration: Mon Feb 17 2025

10.10.9.127 | Name: sappium.sea.i.extrahop.com | Expiration: Mon Dec 07 2026 196

SHA-1

"The SHA-1 cryptographic hash algorithm has been known
to be considerably weaker than it was designed to be since at
least 2005 — 9 years ago. Collision attacks against SHA-1 are
too affordable for us to consider it safe for the public web PKI.
We can only expect that attacks will get cheaper.* (Source:
Google Online Security Blog)

ExtraHop | Business Value




CIPHER SUITE AND ENCRYPTION MONITORING DASHBOARD

This section of the Cipher Suite and Encryption dashboard shows where encryption is present on your network. This view provides you with a
continuous audit of encryption use, which is necessary when proving compliance with certain industry and privacy regulations.

Encryption Everywhere @ Last 30 minutes ~ E

Sessions With Encryption and Compression Compression and Encryption

408 "..[A]n attacker might execute this attack to recover
172.16.156.128 the headers of an HTTP request. Since HTTP
headers contain cookies, and cookies are the primary
vehicle for web application authentication (after
login), this presents a significant attack." (Source:

BREACH Attack’
Top 20 Encrypted Ports by Bytes (bytes) SSL Traffic By Port

ssL:a43 | Encryption can be used to protect data as well as
sst:15092 [ 751K hide malicious activity. Is there unexpected
ssioos  HMs77x encryptgd traffic in' thg netwgrk? A list of common
ssLazao 260K ports with encryption is provided.
sstg3os 243k Common ports Protocol

: 57.1K
sst33go | SSL:443 HTTPS
ssts222  |36.7K
ssLo I 26.4K SSL:465 SMTP
ssLo9s 261K SSL:563 NNTP
SSL:92 J19.2k SSL:636 LDAP
sstoz  |7.6k SSL:465 SMTP
ssLos |38k SSL:989 FTPS (data)

- 3.8K
ssto7 | SSL:990 FTPS (control)
ssL:10100 |3.8¢

SSL:992 TELNET
SR EX:S
SSL:96 |3.BK SSL:993 IMAPS
SSL:94 |38k SSL:994 IRCS
SSL:995 POP3

ExtraHop | Business Value



CIPHER SUITE AND ENCRYPTION MONITORING DASHBOARD

This section of the Cipher Suite and Encryption dashboard shows how many emails going across your network are encrypted. Unencrypted
email is a security risk, especially if you handle sensitive information. Encrypting all email is a vital step toward data security.

Encrypted Emails

501

Encrypted Sessions

Total Emails

837

Sessions

Email Encryption

"While email is an extremely useful tool that makes it
possible to do business today, it also carries with it several
potential avenues for harming an organization. A single email
exposure incident can cause all sorts of problems, ranging
from a small financial loss to putting an entire business in
jeopardy." (Source: Symantec Email Encryption: It's Time to
Buckle Up)

ExtraHop | Business Value
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CIPHER SUITE AND ENCRYPTION MONITORING DASHBOARD

This part of the Cipher Suite and Encryption dashboard calls out multi-server and wildcard certificates that increase your vulnerability to “man-in-
the-middle” attacks. Another surprising vulnerability comes in the form of certificates with long validity periods. This dashboard shows how long
you have until certificates expire, so you know exactly when to refresh them.

Sessions with Wildcard Certificates Go» = Wildcard Certs

"The use of multi-server certificates increases the
probability of eavesdrop and impersonation attacks —
whether perpetrated through redirection of IP traffic, DNS
cache poisoning, or phishing. Wildcards also enable a new
type of impersonation attack, because they reduce the
specificity of the browser’s domain-name matching check.

Server IP: 192.168.16.21 | Name: *.atlas.i.extrahop.com

Server IP: 208.79.144.54 | Name: *.a.extrahop.com

Nevertheless, properly managed, multi-server and wildcard
certificates can provide increased flexibility. Since the
consequences of a compromise can be more severe than
they would be for a conventional certificate, supplemental
safeguards should be employed." (Source: Entrust's Private-

Server IP: 192.168.253.5 | Name: *.a.extrahop.com

Server IP: 192.168.16.25 | Name: * atlas.i.extrahop.com

Key Duplication)
Server IP: 192.168.16.23 | Name: * atlas.i.extrahop.com
Years until expiration on long-lived certificates Certs with unreasonable expirations (>3 yearsj

Server IP: 192.168.253.5 | Name: extrahop.com | Expiration: Sun Apr 19 2037

Server IP: 208.79.144.54 | Name: *.a.extrahop.com | Expiration: Sun Apr 19 2037

Server IP: 10.10.6.238 | Name: Idap.i.extrahop.com | Expiration: Sun Apr 19 2037

Server IP: 10.10.9.127 | Name: sappium.sea.i.extrahop.com | Expiration: Mon Dec 07 2026

Server IP: 10.10.7.136 | Name: sendium-ethO.sea..extrahop.com | Expiration: Wed Sep 16 2026

Server IP: 10.10.9.7 | Name: localhost.sea.i com | Expiration: Wed May 06 2026

Server IP: 10.10.9.21 | Name: localhost.sea.i.extrahop.com | Expiration: Tue May 26 2026

Server IP: 10.10.8.30 | Name: unknown-host-10-10-254-240.sea.i.extrahop.com | Expiration: Wed Nov 19 2025
Server IP: 10.10.8.42 | Name: localhost sea.i. om | iration: Sun Sep 28 2025

Server IP: 10.10.7.26 | Name: bellsea.i.extrahop.com | Expiration: Fri Apr 17 2026

Server IP: 10.10.11.90 | Name: extrahop | Expiration: Sat Jul 05 2025

Server IP: 10.10.7.237 | Name: localhost.sea.i.extrahop.com i. com om | iration: Tue Jul 08 2025
Server IP: 10.10.7.57 | Name: extrahop | Expiration: Mon Mar 17 2025

Server IP: 10.10.9.188 | Name: extrahop | Expiration: Sat May 10 2025

Server IP: 10.10.10.98 | Name: extrahop | Expiration: Thu Mar 20 2025

Server IP: 10.10.245.208 | Name: extrahop | Expiration: Sun Jul 06 2025

Server IP: 10.10.9.174 | Name: extrahop | Expiration: Mon Feb 10 2025

Server IP: 10.10.7.69 | Name: extrahop | Expiration: Sun Jun 22 2025

Server IP: 10.10.7.122 | Name: unknown-host-10-10-255-161.sea.i op.com i om ext | iration: Thu Jan 30 2025

"Shortening the validity period to 39 months is the result of
much consideration within the CA/Browser Forum to arrive
at a duration that allows optimal usability while maintaining
the tightest network security.

A shortened validity period will significantly improve
Internet security by requiring administrators to renew and
verify their certificates more often. It will also make it easier
for users to keep up-to-date on new advances in security
and remain aware of their control over private keys. Shorter
validity periods ensure that when vulnerabilities become
known, CAs can replace affected certificates in a timely
manner, eliminating the need for a long cycle in
improvements. Three years is long enough to avoid overly
burdening administrators, but allows for updates that are
regular enough to ensure best security practices.” (Source:

FA Commisinn

mvrmoil OO Fmcbifimmbn \ S indibe o Poio b 1 ioenibm ok
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